Democratizing Machine Learning: Toward a Secure, Distributed, and Powerful Computer
Background

Machine learning (ML) has shown tremendous capabilities in various application domains over the past
few years. An example of such an application domain is genomics, where ML can be applied to human
gene expressions to predict certain disease therapy success rates. Thus, the application of ML in
genomics has the potential to strongly improve cure rates while increasing health care cost-efficiency.

As single entities and software engineers often do not have the data, computing resources, or expertise
to build their own ML models, Machine Learning as a Service (MLaaS) is emerging. MLaaS refers to
an organization (i.e., the MLaa$S provider) that offers to run an ML model on a cloud platform (e.g.,
Amazon Web Services, Microsoft Azure, Google Cloud). A client can then upload data to the cloud
server, where the server then runs the MLaaS model with that client’s data and returns the result to the
client (e.g., a doctor uploads gene data to the cloud and, after an ML model runs there, it returns a result
to the doctor of how successful certain therapies are predicted to be). However, several trust issues exist
in this scenario, especially with sensitive data such as gene data. How can a doctor be certain that the
MLaas provider or the cloud company handles the data securely and does not abuse the data? How can
the patient be sure of that? And how can the MLaaS provider be sure that the cloud company handles
its models and its customers’ data securely?

Trusted execution environments (TEES) present themselves as a promising solution for those trust
issues. A TEE is a secure area in a CPU, which performs computations while guaranteeing integrity and
data confidentiality. In the described scenario, the cloud provider would, for example, sell TEE
computing resources. The MLaa$S provider then rents these resources and has a machine learning model
ready for inference. The client (e.g., a doctor) can then run the service inside the TEE and use
cryptographic techniques to ensure that nobody else can see the raw data or the result. Thus, the system
provides stronger data confidentiality guarantees and has a higher chance of user acceptance.

Going even further, Blockchain technology can be used in the presented scenario to create new
marketplaces for data, TEE resources, or machine learning models to be traded. Such a system has the
potential to strongly increase health care quality while keeping cost low.

The goal of this research project is to implement ML algorithms in a TEE. Data from the health care
and genomics domain can be used for it, however, the student may also propose other application
domains. As this is a broad umbrella topic, a specific topic will be designed based on the student’s
interest and skills. Further areas where the student can focus on, are system security analysis, or
blockchain-enabled data, resource, and model marketplaces. The ideal candidate has good programming
skills as well as a solid understanding of hardware architectures and machine learning. Knowledge in
TEEs and Blockchains is nice to have, but not necessary. The work allows you to gain deep knowledge
and experience in rapidly growing fields: trusted hardware, machine learning, blockchain, and digital
health.

Possible tasks

e Design, implementation, and evaluation of ML algorithms on a TEE (e.g., Neural Networks on
Intel SGX)

o Design, implementation, and evaluation of blockchain-based marketplaces (e.g., for data,
model, and TEE resource trading)

¢ Analysis of an integrated system incorporating security, privacy, and economic aspects
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